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The management and mitigation of risks described in the Draft Environmental Plan (DEP) are highly 

dependent on computer technology, including GPS positioning, oil rig control, communications and 

aerial navigation for dispersant application, amongst many others.  Cybersecurity risk is significant in 

relation to all of these technologies, but it is not once mentioned in the DEP. 

Cybersecurity risk has been identified as significant in the oil and gas industry (see, for example 

“Cybersecurity: Living Dangerously” in S&P Global Platts, September 2018; 

https://www.spglobal.com/platts/plattscontent/_assets/_files/downloads/insight-magazine/2018-

insight-top-250-zmags.pdf ). Equinor is clearly aware of cybersecurity risk, dating back to when it 

was Statoil: “After completing its assessment, Statoil determined that the great long-term threat to 

its operations came not from physical attacks, but cybersecurity attacks, Adrian Fulcher, head of 

security threat assessment at Statoil, told attendees Wednesday at the API Cybersecurity 

Conference in Houston.” (http://www.24hgold.com/English/news-company-gold-silver-fulcher-

cybersecurity-ranks-as-top-long-term-threat-to-statoil.aspx?articleid=1588207 ) 

The Stromlo-1 exploration well and any subsequent production wells will be high value terrorist 

cyber crime targets.  A variety of obvious and less obvious cyber criminal groups could have interest 

in putting the Stromlo-1 rig out of control given the identified significant impact on Australia of an 

unmitigated oil release as shown in Appendix 7-1 of the DEP. 

The environmental risks of Stromlo-1 are intimately tied to cyber related risks, whether from 

terrorists or solar flares.  Before Equinor can be allowed to put the Australian environment at risk of 

oil spills, it must demonstrate that its environmental planning and risk management is robust to such 

cyber threats.  This should be at a detailed level rather than citing corporate awareness and 

activities.  We do not want the Great Australian Bight to be the first major casualty of cyber crime 

against the oil industry. 
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